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Abstract: this paper propose that access authentication procedure is considered outside the scope of this specification. 
Analysis and Proposal
On the issue of access authentication for non-3GPP, we have 4 options:
Options 1: 
The motivation for considering optionally also the access authentication is based on the current WLAN deployment using IEEE802.1x for allowing user access.  It should be noted that with the support of HS 2.0 and the majority of WLAN deployment are based on AAA supporting RADIUS rather than DIAMETER. On this specific issue the SDO such as GSMA and WBA has done some work in order also to enable the usage by WLAN operator of DIAMETER and for enabling RADIUS/DIAMETER interworking for roaming purposes. Furthermore even if TS 33.402 define as valid authentication procedure EAK-AKA and EAP-SIM has been not more considered as valid methods, the deployment and the operator may decide to support EAP-SIM as well as other authentication methods as implementation specific solution. The device as well as support additional methods, as specified by WFA or WBA. 

Hence the possible scenario for enabling the support of Access authentication is shown in the figure below with red dotted line. Now if we take into account authentication procedure defined for 5GC, SA3 in TS 33.501 specifies only the support of NAS based authentication from UE to AUSF.
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Figure 1. Example architecture for implementation 
Note: the architecture is Figure above in red are for showing the scenario, but not for standardization in the specification. 
Pros: 
a. Keep the architecture aligned with the principle of access agnostic in 5G. 

b. Avoid the introduction of an authentication not NAS-based 

b. The 5GC specification does not preclude the usage and deployment existing access authentication, such as 4G EAP-based access authentication based on Diameter/Radius
c. Keep the architecture aligned with the principle of Service Based.

Cons: no 3GPP standard solution for EAP-based authentication.
Option 2: To introduce Swa-like interface between WLAN and AAA server to 5G.

Option 2 has been proposed by Nokia in S2-176932 as shown in the figure below. 
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Figure 2. Architecture for option 2 
Pros: definiton of a standard solution for supporting EAP-based authentication.
Cons: 
a. The AUSF NF currently has only interface towards other NFs which are SBI . The introduction SWa’ interface based on the diameter protocol which is not aligned with the principle of Service Based Interface will require that 2 model are supported by AUSF function. 
b. Even if we define the SBI for Swa’ interface between the AUSF and some intermediate node, such as a AAA proxy , the solution needs to be specified by SA2 and SA3 after been discussed and considered. Furthermore, even WLAN device is required to be enhanced to support SBI.
c. The architecture is not aligned with the principle of access agnostic in 5G and make the architecture complicated. 
d. In any case the standardization will limit the usage of other existing access authentication solution, e.g. Radius based access authentication.
Although we describe about 1 possible solution, technically there are other possible approaches which can be considered, as options 3 and 4 show in the following. 
Options 3: 
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Figure 3: Architecture for option3 
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Figure 4: procedure for option3
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Figure 5: protocol stack for option3
In option 3, N3IWF/AMF relay EAP access authentication message between WLAN and AUSF. The Authenticator in WLAN access (e.g. the Access Controller or the AP) is the Authenticator (Diameter client) encapsulating the EAP message send to the Diameter Server in N3IWF. Furthermore, N3IWF generates NAS message to transmit EAP access authentication message.
Pros: 
a. keep the architecture aligned with the principle of access agnostic network. 

b. definiton of a standard solution for supporting EAP-based authentication.

Cons: 
a. Existing access authentication is limited to be used, e.g. Radius based EAP authentication. 

Options 4: 
Option 4 is very similar to option 3. The difference is N2-AP protocol is directly used to transmit the access authentication message between N3IWF and AMF instead of NAS message.
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Figure 6: protocol stack for option4
Pros: similar as option 3. One more pro is N3IWF don’t need to generate NAS message. 
Cons: similar as option 3. One more con is AMF will achieve EAP access authentication message via N2-AP message instead of NAS message. It is not good for access agnostic.
Evaluation: 
	
	Access agnostic
	Changes for the existing system
	Align with SBI
	Limit the usage of other existing access authentication solution (e.g. Radius based EAP)

	Option 1
(left to implementation)
	YES
	No change
	Yes
	No, every solution is left to implementation.

	Option 2
(introduce Swa’ interface)
	NO
	Large: 
1. Introduce new interface and elements to 5G system.

2. If don’t define SBI for Swa’, AUSF shall support 2 models. 
3. If define SBI for Swa’, both WLAN device and IETF will be affected.
	NO, if diameter is used.

YES, if SBI between wlan and AAA Server is defined.
	YES. Only one solution is standardized.

	Option 3

(EAP message over NAS)
	YES and better than option 4, as NAS is used to transmit authentication message.
	Medium: 

1. N3IWF shall generate NAS message.
2. Minor enhancement is needed to relay EAP message in N3IWF and AMF.
	Yes
	Yes. Only one solution is standardized.

	Option 4

(EAP message over N2-AP)
	YES
	Small: 

1. Minor enhancement is needed to relay EAP message in N3IWF and AMF.
	Yes
	Yes. Only one solution is standardized.


Conclusion and proposal: option 1 > option 3 > option 4 > option 2. 
Propose to adopt option 1.
* * * * Begin of 1st Change * * * *

4.12
Procedures for non-3GPP access
Editor's note: Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

Editor's note: HO/Mobility procedures between 3GPP AN and non-3GPP and vice versa is to be added.

4.12.1
General
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.2 and it uses a vendor-specific EAP method called "EAP-5G". The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized only for encapsulating NAS messages (not for authentication). If the UE needs to be authenticated, an EAP-AKA' mutual authentication is executed between the UE and AUSF as shown below. The details of the EAP-AKA' authentication procedure are specified in TS 33.501 [xx].
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE selects an N3IWF in a 5G PLMN, as described in TS 23.501 [2] clause 6.3.6.
Access authentication may be performed if required for accessing untrusted non-3GPP access network (e.g. when WLAN support IEEE802.1x access control). 
Note 1:
The access authentication procedure is considered outside the scope of this specification. 

2.
The UE proceeds with the establishment of an IPsec Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [3]. After step 2 all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.
3.
The UE shall initiate an IKE_AUTH exchange by sending an IKE_AUTH request message. The AUTH payload is not included in the IKE_AUTH request message, which indicates that the IKE_AUTH exchange shall use EAP signaling (in this case EAP-5G signaling). 

4.
The N3IWF responds with an IKE_AUTH response message which includes an EAP-Request/5G-Start packet. The EAP-Request/5G-Start packet informs the UE to initiate an EAP-5G session, i.e. to start sending NAS messages encapsulated within EAP-5G packets.

5.
The UE shall send an IKE_AUTH request which includes an EAP-Response/5G-NAS packet that contains the Access Network parameters (AN-Params) defined in clause 4.2.2.2.2 and a NAS Registration Request message. The AN-Params contain information (e.g. SUPI or 5G-GUTI, the Selected Network and NSSAI) that is used by the N3IWF for selecting an AMF in the 5G core network.

NOTE 2: 
The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with RFC7296, clause 3.16. 

6.
The N3IWF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.5.3. The N3IWF shall then forward the NAS Registration Request received from the UE to the selected AMF.

7.
The selected AMF may decide to request the UE’s permanent identity (SUPI) by sending a NAS Identity Request message to UE. This NAS message and all subsequent NAS messages are sent to UE encapsulated within EAP/5G-NAS packets. The SUPI provided by the UE shall be encrypted as specified in TS 33.501 [xx].
8.
The AMF may decide to authenticate the UE. In this case, the AMF shall select an AUSF as specified in TS 23.501 clause 6.3.4 by using the SUPI or the encrypted SUPI of the UE, and shall send a key request to the selected AUSF. The AUSF may initiate an EAP-AKA' authentication as specified in TS 33.501 [xx]. The EAP-AKA' packets are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP/5G-NAS packets. After the successful authentication: 

-
In step 8h, the AUSF shall send the anchor key (SEAF key) to AMF which is used by AMF to derive NAS security keys and a security key for N3IWF (N3IWF key). The UE also derives the anchor key (SEAF key) and from that key it derives the NAS security keys and the security key for N3IWF (N3IWF key). The N3IWF key is used by the UE and N3IWF for establishing the IPsec Security Association (in step 11). 

-
In step 8h, the AUSF shall also include the SUPI (unencrypted), if in step 8a the AMF provided to AUSF an encrypted SUPI.
NOTE 3:
Only EAP-AKA' is supported for the authentication of UE via non-3GPP access, as specified in TS 33.501 [xx].
9.
The AMF shall send a Security Mode Command (SMC) request to UE in order to activate NAS security. This request is first sent to N3IWF (within an N2 message) together with the N3IWF key. If an EAP-AKA' authentication was successfully executed in step 8, then in step 9a the AMF shall encapsulate the EAP-Success received from AUSF within the SMC Request message. 

10.
The UE completes the EAP-AKA' authentication (if initiated in step 8) and creates a NAS security context and an N3IWF key. After the N3IWF key is created in the UE, the UE shall request the completion of the EAP-5G session by sending an EAP-Response/5G-Complete packet. This triggers the N3IWF to send an EAP-Success to UE, assuming the N3IWF has also received the N3IWF key from AMF. This completes the EAP-5G session and no further EAP-5G packets are exchanged. If the N3IWF has not received the N3IWF key from AMF, the N3IWF shall respond with an EAP-Failure.

11.
The IPsec SA is established between the UE and N3IWF by using the common N3IWF that was created in the UE and was received by N3IWF in step 9a. This IPsec SA is referred to as the "signalling IPsec SA". After the establishment of the signaling IPsec SA all NAS messages between the UE and N3IWF are exchanged via this SA. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor’s Note: It is FFS if GRE or any other protocol is needed for the encapsulation of NAS messages.
12.
The UE shall send the SMC Complete message over the established signaling IPsec SA and all subsequent NAS messages (as specified in clause 4.2.2.2.2) are exchanged between the UE and AMF via this IPsec SA.
* * * * End of 1st Change * * * *
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